Information on how to back up the SQL 2005 server encryption key

There will be no reports available until this has been resolved as the SQL server cannot talk to the RCC and gather the required information.

To save this happening in the future the encryption key should be backed up. The details below are a bit long but hopefully you should be able to restore the key by following this. The passwords for the SQL Server should be the default admin password for the pc/network, admin rights will be required. This should really be dealt with by your I.T. dept or someone who has a basic understanding of SQL

The RCC installation forces Reporting Services to create an encryption key. In the unlikely event that the Reporting Services encryption key is compromised when attempting to view a report, a user may see the following message: 

The report server cannot decrypt the symmetric key used to access sensitive or encrypted data in a report server database. (rsReportServerDisabled) (rsRPCError) as seen on the RCC Server.

The RCC Database Installer Utility (DBI) creates a backup of the reporting data encryption key after the installation. To restore the Reporting Services encryption key run the Reporting Services Restore Utility (RSR) as follows:

From the Start menu select > All Programs > Nortel > Reporting for Contact Center > Reporting Services Restore Utility.

Note: For a Web Host PC using a Windows Vista or Windows Server 2008 operating system with the User Account Control (UAC) feature turned on, a warning message will be displayed as the RSR utility requires administrator rights to run. 

Click Allow to run the application.

The RSR Utility dialog box will be displayed as shown in 

Reporting Services Restore Utility dialog box.
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Click on Restore Reporting Services to restore the encryption key from the last restore point created by DBI. When this has been restored successfully the status of the Reporting Services restore operation will be displayed.
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Click Close.

The user should now be able to view the reports but if the encryption key is not able to be reset here an error will appear and you will then have to do the following in SQL Server 2005.

Sorry it’s long winded but its easier that having to rebuild the RCC each time.

From the Start menu, select All Programs > Microsoft SQL Server 2005 > Configuration Tools> Reporting Services Configuration.

The Report Server Installation Instance Selection dialog box will open, 

Report Server Installation Instance Selection dialog box, displaying the new machine name for the report server to connect to.
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Instance Selection

To begin connect to a machine, and then select an instance from the drop-down.

Machine Neme:

Instance Name:





RCCSQLEXPR which is the SQL Server instance for Nortel Reporting for Contact Center.

Click Connect.

The Reporting Services Configuration Manager window will load the Report Server Status page.
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In the navigation pane, if a cross is present next to Initialization indicating the Report Server is unable to be initialized, click Database Setup. The Database Connection page is displayed, Database Connection page.
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Change the Server Name from [Computer Name]\RCCSQLEXPR to (LOCAL)\RCCSQLEXPR.

Click the adjacent Connect button.

A SQL Server Connection dialog box opens with the newly selected SQL Server name,

SQL Server Connection Dialog box.
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Ensure Credentials Type is set to Current User – Integrated Security. Click OK to confirm the login credentials of the SQL Server.

The user is returned back to the Database Connection page.

Click Apply to apply the new settings. The SQL Server Connection dialog box opens again.

Click OK.

The Database Connection page is displayed again. Wait for the report server database connection to complete, Database Connection page with report
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Server DB connection complete.

1. Backing Up and Restoring Encryption Keys
SQL Server 2005
· SQL Server 2008 R2 

· SQL Server 2008
An important part of report server configuration is creating a backup copy of the symmetric key used for encrypting sensitive information. A backup copy of the key is required for many routine operations, and enables you to reuse an existing report server database in a new installation. It is necessary to restore the backup copy of the encryption key when any of the following events occur:

· Changing the Report Server Windows service account name or resetting the password. When you use the Reporting Services Configuration tool, backing up the key is part of a service account name change operation.
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Note: 

	Resetting the password is not the same as changing the password. A password reset requires permission to overwrite account information on the domain controller. Password resets are performed by a system administrator when you forget or do not know a particular password. Only password resets require symmetric key restoration. Periodically changing an account password does not require you to reset the symmetric key. 


· Renaming the computer or instance that hosts the report server (a report server instance is based on a SQL Server instance name).

· Migrating a report server installation or configuring a report server to use a different report server database.

· Recovering a report server installation due to hardware failure.

You only need to back up one copy of the symmetric key. There is a one-to-one correspondence between a report server database and a symmetric key. Although you only need to back up one copy, you might need to restore the key multiple times if you are running multiple report servers in a scale-out deployment model. Each report server instance will need its copy of the symmetric key to lock and unlock data in the report server database.

Backing Up the Encryption Keys to Disk 



Backing up the symmetric key is a process that writes the key to a file that you specify, and then scrambles the key using a password that you provide. The symmetric key can never be stored in an unencrypted state so you must provide a password to scramble the key when you save it to disk. After the file is created, you must store it in a secure location and remember the password that is used to unlock the file. To backup the symmetric key, you can use either the Reporting Services Configuration tool or the rskeymgmt utility.

1.1.1.1 How to back up encryption keys (Reporting Services Configuration Tool)
1. Start the Reporting Services Configuration tool, and then connect to the report server instance you want to configure.

2. Click Encryption Keys, and then click Back Up.

3. Type a strong password.

4. Specify a file to contain the stored key. Reporting Services appends a .snk file extension to the file. Consider storing the file on a diskette so that it is separate from the report server.

5. Click OK.

1.1.1.2 How to back up encryption keys (rskeymgmt)
1. Insert a diskette into the floppy disk drive if you want to store the password-protected file separately from the report server.

2. Run rskeymgmt.exe locally on the computer that hosts the report server. You must use the -e extract argument to copy the key, provide a file name, and specify a password. The following example illustrates the arguments you must specify: 

Copy
rskeymgmt -e -f a:\rsdbkey.snk -p<password>

3. Store the diskette in a secure location.

Restoring the Encryption Keys 



Restoring the symmetric key overwrites the existing symmetric key that is stored in the report server database. Restoring an encryption key replaces an unusable key with a copy that you previously saved to disk. Restoring encryption keys results in the following actions:

· The symmetric key is opened from the password protected backup file.

· The symmetric key is encrypted using the public key of the Report Server Windows service.

· The encrypted symmetric key is stored in the report server database.

· The previously stored symmetric key data (for example, key information that was already in the report server database from a previous deployment) is deleted.

To restore the encryption key, you must have a copy of the encryption key on file. You must also know the password that unlocks the stored copy. If you have the key and the password, you can run the Reporting Services Configuration tool or rskeymgmt utility to restore the key. The symmetric key must be the same one that locks and unlocks encrypted data currently stored in the report server database. If you restore a copy that is not valid, the report server cannot access the encrypted data currently stored in the report server database. If this occurs, you might need to delete all encrypted values if you cannot restore a valid key. If for some reason you cannot restore the encryption key (for example, if you do not have a backup copy), you must delete the existing key and encrypted content. For more information, see Deleting and Re-creating Encryption Keys. For more information about creating symmetric keys, see Initializing a Report Server.

1.1.1.3 How to restore encryption keys (Reporting Services Configuration Tool)
1. Start the Reporting Services Configuration tool, and then connect to the report server instance you want to configure.

2. On the Encryption Keys page, click Restore.

3. Select the .snk file that contains the back up copy.

4. Type the password that unlocks the file.

5. Click OK.

1.1.1.4 How to restore encryption keys (rskeymgmt)
1. Insert the diskette that contains the backup copy of the encryption key.

2. Run rskeymgmt.exe locally on the computer that hosts the report server. Use the -a argument to restore the keys. You must provide a fully-qualified file name and specify a password. The following example illustrates the arguments you must specify: 

Copy
rskeymgmt -a -f a:\rsdbkey.snk -p<password>

2. Deleting and Re-creating Encryption Keys
SQL Server 2005
· SQL Server 2008 R2 

· SQL Server 2008
Deleting and re-creating encryption keys are activities that fall outside of routine encryption key maintenance. You perform these tasks in response to a specific threat to your report Server, or as a last resort when you can no longer access a report server database.

· Re-create the symmetric key when you believe the existing symmetric key is compromised. You can also re-create the key on a regular basis as a security best practice.

· Delete existing encryption keys and unusable encrypted content when you cannot restore the symmetric key.

Re-creating Encryption Keys 



If you have evidence that the symmetric key is known to unauthorized users, or if your report server has been under attack and you want to reset the symmetric key as a precaution, you can re-create the symmetric key. When you re-create the symmetric key, all encrypted values will be re-encrypted using the new value. If you are running multiple report servers in a scale-out deployment, all copies of the symmetric key will be updated to the new value. The report server uses the public keys available to it to update the symmetric key for each server in the deployment.

You can only re-create the symmetric key when the report server is in a working state. Re-creating the encryption keys and re-encrypting content disrupts server operations. You must take the server offline while re-encryption is underway. There should be no requests made to the report server during re-encryption.

You can use the Reporting Services Configuration tool or the rskeymgmt utility to reset the symmetric key and encrypted data. For more information about how the symmetric key is created, see Initializing a Report Server.

2.1.1.1 How to re-create encryption keys (Reporting Services Configuration Tool)
1. Use the SQL Server Surface Area Configuration tool to disable the Report Server Web service. If you are recreating encryption keys for a report server scale-out deployment, disable the Report Server Web service on all instances in the deployment.

a. Start the SQL Server Surface Area Configuration tool and click Surface Area Configuration for Features.

b. Select Reporting Services.

c. For Web Service and HTTP Access, clear the checkbox Enable Web Service and HTTP Access.

2. Start the Reporting Services Configuration tool, and then connect to the report server instance you want to configure.

3. On the Encryption Keys page, click Change. Click OK.

4. Restart the Report Server Windows service. If you are recreating encryption keys for a scale-out deployment, restart the service on all instances.

5. Run the SQL Server Surface Area Configuration tool to enable Report Server Web service operations. Do this for all instances if you are working with a scale out deployment.

2.1.1.2 How to re-create encryption keys (rskeymgmt)
1. Disable Web service and HTTP access. Use the instructions in the previous procedure to stop Web service operations.

2. Run rskeymgmt.exe locally on the computer that hosts the report server. Use the -s argument to reset the symmetric key. No other arguments are required: 

Copy
rskeymgmt -s

3. Restart the Windows service and enable Web service operations.

Deleting Unusable Encrypted Content 



If for some reason you cannot restore the encryption key, the report server will never be able to decrypt and use any data that is encrypted with that key. To return the report server to a working state, you must delete the encrypted values that are currently stored in the report server database and then manually re-specify the values you need.

Deleting the encryption keys removes all symmetric key information from the report server database and deletes any encrypted content. All unencrypted data is left intact; only encrypted content is removed. When you delete the encryption keys, the report server re-initializes itself automatically by adding a new symmetric key. The following occurs when you delete encrypted content:

· Connection strings in shared data sources are deleted. Users who run reports get the error "The Connection String property has not been initialized."

· Stored credentials are deleted. Reports and shared data sources are reconfigured to use prompted credentials.

· Reports that are based on models (and require shared data sources configured with stored or no credentials) will not run.

· Subscriptions are deactivated.

Once you delete encrypted content, you cannot recover it. You must re-specify connection strings and stored credentials, and you must activate subscriptions. 

You can use the Reporting Services Configuration tool or the rskeymgmt utility to remove the values.

2.1.1.3 How to delete encryption keys (Reporting Services Configuration Tool)
1. Start the Reporting Services Configuration tool, and then connect to the report server instance you want to configure.

2. Click Encryption Keys, and then click Delete. Click OK.

3. Restart the Report Server Windows service. For a scale-out deployment, do this on all report server instances.

2.1.1.4 How to delete encryption keys (rskeymmgt)
1. Run rskeymgmt.exe locally on the computer that hosts the report server. You must use the -d apply argument. The following example illustrates the argument you must specify: 

Copy
rskeymgmt -d

2. Restart the Report Server Windows service. For a scale out deployment, do this on all report server instances.

2.1.1.5 How to re-specify encrypted values
1. For each shared data source, you must retype the connection string.

2. For each report and shared data source that uses stored credentials, you must retype the user name and password, and then save. For more information, for each data-driven subscription, open each subscription and retype the credentials to the subscription database.

3. For subscriptions that use encrypted data (this includes the File Share delivery extension and any third-party delivery extension that uses encryption), open each subscription and retype credentials. Subscriptions that use Report Server e-mail delivery do not use encrypted data and are unaffected by the key change.

3. Initializing a Report Server
SQL Server 2005
· SQL Server 2008 R2 

· SQL Server 2008
In Reporting Services, an initialized server is one that can encrypt and decrypt data in a report server database. Initialization is a requirement for report server operation. Initialization occurs when the Report Server Windows service is started for the first time. It also occurs when you join the report server to the existing deployment, or when you manually recreate the keys as part of the recovery process. For more information about how and why encryption keys are used, Encryption keys are based partly on the profile information of the Report Server Windows service. If you change the user identity used to run the Report Server Windows service, you must update the keys accordingly. If you are using the Reporting Services Configuration tool to change the identity, this step is handled for you automatically.

If initialization fails for some reason, the report server returns an RSReportServerNotActivated error in response to user and service requests. In this case, you may need to troubleshoot the system or server configuration. For more information, 

Overview of the Initialization Process 



The initialization process creates and stores a symmetric key used for encryption. The symmetric key is created by the Microsoft Windows Cryptographic Services and subsequently used by the Report Server Windows service to encrypt and decrypt data. The symmetric key is itself encrypted with an asymmetric key.

In a Reporting Services installation, only the Report Server Windows service can perform encryption operations. When the Report Server Web service requires encryption or decryption, it calls the Report Server Windows service to perform the operation.

The following steps describe the initialization process:

1. At initial start up, the Report Server Windows service reads the RSReportServer.config file to get the installation identifier and database connection information.

2. The Report Server Windows service requests a public key from Cryptographic Services. Windows creates a private and public key and sends the public key to the Report Server Windows service.

3. The Report Server Windows service connects to the report server database and stores the installation identifier and public key values.

4. The Report Server Windows service calls into Cryptographic Services again, this time to request a symmetric key. Windows creates the symmetric key.

5. The Report Server Windows service connects to the report server database again, and adds the symmetric key to the public key and installation identifier values that were stored in step 3. Before storing it, the Report Server Windows service uses its public key to encrypt the symmetric key. Once the symmetric key is stored, the report server is considered initialized and available to use.

Initializing a Report Server for Scale-out Deployment 



Reporting Services supports a scale-out deployment model that shares a single report server database among multiple report server instances. To join a scale-out deployment, a report server must create and store its copy of the symmetric key in the shared database. Although a single symmetric key is used by servers that use the database, each report server has its copy of the key. Each copy varies in that it is uniquely encrypted using the public key its owner.

The first set of steps for initializing a report server for scale-out deployment are identical to the first three steps that describe initialization for a single server and database combination.

The initialization process for a scale out deployment differs in how the report server gets the symmetric key. When the first server is initialized, it gets the symmetric key from Windows. When the second server is initialized during configuration for scale-out deployment, it gets the symmetric key from the Report Server Windows service that is already initialized. The first report server instance uses the public key of the second instance to create an encrypted copy of the symmetric key for the second report server instance. The symmetric key is never exposed as plain text at any point in this process.

How to Initialize a Report Server 



· To initialize a report server, use the Reporting Services Configuration tool. Initialization occurs automatically when you create and configure the report server database. For more information, To initialize a report server for scale-out deployment, you can use the Initialization page in the Reporting Services Configuration tool or the RSKeymgmt utility. 
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Note: 

	RSKeymgmt is a console application that you run from a command line on a computer that hosts a report server instance that is already part of a scale-out deployment. When you run the utility, you specify arguments to select a remote report server instance that you want to initialize. 


A report server will be initialized only if there is a match between the installation identifier and the public key. If the match succeeds, a symmetric key is created that permits reversible encryption. If the match fails, the report server is disabled, in which case you may be required to apply a backup key or delete the encrypted data if a backup key is unavailable or not valid. For more information about encryption keys used by a report server, see Managing Encryption Keys.

	

	


How to Confirm a Report Server Initialization 



To confirm report server initialization, ping the Report Server Web service by typing Error! Hyperlink reference not valid. in the command window. If the RSReportServerNotActivated error occurs, the initialization failed.

Best regards
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